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ABSTRACT
The number of malicious file generation is speedy. Traditional malicious file detection
is manual detection. The signatures are extracted for detection. When malicious files
are generated faster than traditional malicious file detection, the latest malicious files
cannot be detected, seriously threatening system security. The author used deep
learning methods to detect malware (Windows malicious applications) to solve this
problem. The author used the files collected by himself to make a dataset, used the
image recognition method, and applied this method to identify malicious files. The
accuracy of the malicious file detection model is 93.3378%. The author found that
training with RGB images can save much time. Compared with training with grayscale
images, the author saved 41% of the time using RGB image training, and the accuracy
of training with RGB images is only 1% worse than training with grayscale images.
The author used VirusTotal to analyze the files and trained the model to classify
malicious files. The model accuracy of malicious file classification (68 classes) is
75.6377%, and the top 5 accuracy is 94.3747%. As the fewer classes, the accuracy is
gradually improved. Using deep learning to detect malicious files can significantly
reduce the detection cost, and it can detect new malicious files instantly, reducing cyber
threats.
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CHAPTER 1. INTRODUCTION
According to McAfee Labs Threats Report 2020[1], 247 million new malware was
generated from 2019 Q3 to 2020 Q2. Malware detection needs to speed many costs,
and there is not enough time to analyze new malware. Check Point Cyber Security
2020 [2] refer that the exe file type is the most compared with other file types. Usually,
trick a user into downloading and opening a malicious file. Malware is one of the most
severe security threats on the Internet today. Most Internet problems, such as spam and
denial-of-service attacks, have malware as their root cause. Computers attacked by
malware are often networked together to form botnets, and many attacks are launched
using these malicious networks controlled by the attacker.
The principle of signature-based detection is to compare traffic with a signature
database. If a match is found, an alert is generated. This detection technology can only
detect known threats, so it cannot effectively detect unknown threats. To detect a threat,
using the signature matching method must be accurate. Otherwise, even if the deviation
between the attack and the known threat signature is slight, the system will not detect
it. [7] The advantage of this technology is a low false alarm rate, but it requires manual
identification and labeling of viruses.
New technologies are needed to detect malware and prevent any damage caused by the
emergence of new malware. The author used deep learning to solve this situation.
In this paper, we used deep learning to analyze Windows applications. There is no
dataset of benign files and malicious files that were provided to download. To this end,
the author established an extensive data set by himself. It contains more than 150,000
malicious files and nearly 40,000 benign files. After we collected benign files and
malicious files, we used the B2M algorithm to convert files into grayscale images and
RGB images. The author used these images for deep learning. The deep learning in this
research uses image-based methods for training. The author used his dataset to train a
model to detect malicious files. At the same time, AVClass is used to label the families
of malicious files. The author trained the model to classify malicious files. Tuning
parameters made the model get the best results and studied the influence of the number
of families on the accuracy. In this paper, the model training mainly used the Resnet
pre-training model and tried to use the Resnet pre-training model with different layers
to study the effect of accuracy. Since much research used malicious file detection
methods are based on grayscale images as the source, the author will study the impact
of grayscale images and RGB images on the model result.
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The main contributions of this paper are as follows:
I.
The author used crawler scripts to create a large data set. Including 36769
benign files and 156083 malicious files. There are 8879 families on malicious files.
II.
The author studied the impact of setting different parameters on the accuracy of
the models.
III.
The author used a new method to label malicious files and train the models.
IV.
The author used a dynamic method to adjust the number of families of malicious
files in the dataset.
V.
The author found that using RGB image training can shorten the training time
compared with using grayscale image training. Combined with Cindy Wong's research,
there will be a big gap when the data set is more extensive. The author's data set contains
192,852 files. The accuracy of the two is very close. However, using RGB images
training can reduce the time by 41% in this data set.
VI.
The author trained many classifiers (the maximum number of classes is 96) and
trained different classifiers to study the relationship between family numbers and
accuracy.
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CHAPTER 2. RELATED WORK
There are many ways to detect malicious code. It is not necessary to execute the code
to detect malicious files. This kind of analysis method is called static analysis [9-11].
These kinds of methods are static methods such as n-grams, string signature, control
flow graph, and bytes-sequence. Dynamic analysis refers to the code that needs to be
executed to detect malicious files. Compared with the static analysis method, dynamic
analysis has higher accuracy because the dynamic analysis will detect based on
behavior. However, dynamic analysis has limitations. The analysis takes time and
resources. Since malicious file detection is in the sandbox environment, the malicious
code may also not run malicious behaviors in the sandbox environment due to different
environments.
Amer, E., & Zelinka, I.[14] proposed the use of dynamic methods to detect malicious
files. Amer, E., & Zelinka, I. ran the file in the sandbox and analyzed the sequence in
which the file calls the API. Using this method can reduce false positives. However,
the author found in practice that there were a large number of malicious files that cannot
run in the Cuckoo sandbox. Malicious files may detect the virtual environment. Due to
the limited running time of the file in the sandbox, the malicious file can delay the
execution time of the malicious code, thereby avoiding the detection of the sandbox.
Huang et al. proposed a method [12], using sandbox tools to analyze the code's behavior,
combined with byte frequency information to generate RGB images, and then use the
VGG16 network for training. This method can analyze the byte information and
behavior of the code at the same time. However, malicious programs may not run in a
sandbox environment, so the collected samples are limited. Huang et al. collected 617
malware images and 1310 benign software images in this experiment. Validation
accuracy reached 91.41% and 94.70%.
Conti et al. proposed an algorithm[13]. This algorithm can effectively convert files into
images with lossless. Conti et al. successfully converted the 32-bit x86 protected mode
machine code into an image in the experiment at that time. Cindy Wong modified the
algorithm based on this algorithm and used it in the experiment.
Marking a malicious file as a variant of a known family is very important for the family
to evaluate other malicious files. Usually, this type of marking is based on the output
of the antivirus engine. It is well known that the labels of antivirus engines are
inconsistent. Sebastian et al. used tags from any antivirus engine to carry out
normalization, remove generic tokens, and alias detection, and plurality vote, and
finally got the family name of the malicious file [6]. The author used AVClass to label
malicious files and get malicious files' family names in this research.
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CHAPTER 3. PROPOSED METHOD
3.1 Dataset and preprocessing
Since the author found no extensive dataset available for this study, the author collected
a data set by himself. The sources of benign file collection are mainly Windows
software, PortableApps, and SourceForge. Cindy Wong used some algorithms in this
research to collect the benign files of Windows' software, PortableApps, and part of the
malicious files comes from VirusShare. In this research, the author was mainly
responsible for collecting benign files from SourceForge, malicious files from
VirusShare, and malicious files from CheckPoint.
3.1.1 Collection of benign files
The author collected benign files from SourceForge. SourceForge has anti-reptile
measures. The author designed some algorithms to crawl benign files.

Figure 1: Flow chart of getting benign files from SourceForge

After running the script, it generates a list to show that all of the projects in SourceForge.
When the project links were got, the next step was crawling the download links. There
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are many download links in SourceForge, so the author used threading to speed up the
crawler. One project has many versions and different file types. It is needed to filter the
file to make sure the file extension is exe. After running the script, it creates a download
list. The final step is downloading the file from the download list. That is a tricky part
because SourceForge has anti-reptile measures. If there are too many requests send to
the server, it will block the IP and return HTTP status code 429. To bypass the antireptile measures, we used proxy servers. It was practical to bypass anti-reptile measures.
Therefore, the author studied a set of algorithms for downloading files from
SourceForge. Too many download requests will cause the IP to be blocked, the
download cannot be continued. The author used many proxy servers to download the
files. The author used more than 200 threads in this download. Each thread downloaded
the file separately and requested a new proxy server before each download. However,
these proxy servers were not stable. The proxy server will be verified first. The author
uses the Github project (you-get) as the downloader. Furthermore, you-get is
responsible for downloading files and re-downloading files that have timed out. It was
because there are too many downloads, the author needs to save the download progress
to ensure that the download can continue after the script is re-executed.
3.1.2 Collection of malicious files
The author crawled the malicious files from VirusShare. There are many different types
of malware on this website. VirusShare contains a large number of files. It cannot be
downloaded and decompressed directly. So, the author designed an algorithm to
download the file and decompress it. After downloading files, the author found there
was much malware are not work on Windows platforms. The author only needed to
collect Windows malware on this website, but VirusShare contained many types of
malware and did not have the file extension. The author using the script to collect
Windows type of malware. The script would identify the file type based on the file
header.
CheckPoint provided the latest malware on the webserver. There were over 300
malicious files on the webserver and weekly updates. The author believed it helps detect
the latest malware.
3.1.3 Data preprocessing for malware detection
The author used the B2M algorithm. Convert files into images. This algorithm could
convert files to images lossless. Cindy Wong modified the algorithm to generate square
images. The algorithm can generate grayscale images and RGB images. The algorithm
mainly converts files into grayscale images and RGB images. The algorithm takes the
file as input, calculates the size of the file, and calculates the length and width of the
image generated. When generating a grayscale image, extract one byte from a file and
generate a grayscale pixel. When generating an RGB image, three bytes are extracted
each time from a file. It would be distributed into red, green, and blue channels by order
and combine as an RGB pixel.
After running the B2M algorithm script, it would convert all executable files to PNG
images with lossless.

12 of 30

13 June 2021

Malware Detection Based on Deep Learning

Figure 2: Files convert into images

Figure 3: Benign files convert into greyscale images

Figure 4: Benign files convert into RGB images
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Figure 5: Malicious files convert into greyscale images

Figure 6: Malicious files convert into RGB images

Generate CSV file with grayscale images and RGB images. The header includes
"Filename" and "Class". If the files were malicious, the script would record in the class
is “Malicious”. If the files were benign, the script would record the class is “Benign”.
Write the filename and class to the CSV files. After running the script, move the image
to the specified path.
3.1.4 Data preprocessing for malware classification
In order to determine the family of malicious files, the detection results provided by
VirusTotal are used to determine the family of malicious software. Obtaining
VirusTotal results is a difficult task. The author took more than two months to collect
the detection results of malicious files. Since the script needs to run for a long time, it
is necessary to ensure that the unfinished work can be automatically continued when
the script is re-executed. Since the VirusTotal API time limit is 500 detections per day,
the author initially increased the detection interval to ensure that the limit is not
exceeded. However, the author later discovered that as detected times increases, it takes
longer and longer to return to the detection results. Therefore, the author takes the
number of inspections as the basis. When the number of inspections per day is exceeded,
the detection will be stopped until the next day. Since the result returned by VirusTotal
may not be a detection result. It may be an error message. Therefore, the author needs
to process the result returned by VirusTotal. The author needs to deal with at least two
erroneous results. For example: When receiving NotFoundError, it means that
VirusTotal does not have the detection result of this sample. When
QuotaExceededError is received, it means that the current API detection number has
exceeded the limit and needs to wait for the next day to continue. When the sample is
detected, a JSON file will be generated. The file contains the detection information of
the sample and the detection results of the sample by multiple antivirus engines.
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According to the detection results of VirusTotal, the author found that in most of the
malicious samples, only a few antivirus engines detected that the samples were
malicious files, and no engine could detect that all the samples were malicious files.
Among the detection results of many samples, the author found that the detection results
of the antivirus engine did not have a uniform label. It means that it is not possible to
classify the sample into a family directly.
AVClass is a Python tool to label malware samples.[6] AVClass can use the detection
results generated by VirusTotal to identify the family of the sample. AVClass try to
compensate for the noise on the antivirus label, but if the antivirus engine does not
provide a non-universal label in the sample label, the label cannot be recognized. In
particular. If at least 2 AV engines are not on the label, they AVClass add labels to the
samples. So that the author only can drop these samples that cannot be labeled.
After running the script to generate CSV file, the author got a CSV file for malware
classification. It contains two columns. One column is the “File Name”, and the other
is the “Class”. When the file is benign, the file will be labeled as Benign. When the file
is malicious, the file will be labeled as the file's family name.

3.2 Malware detection and classification based on deep learning
The author used fast.ai for deep learning in this experiment. Used fastai.launch module
in Python to realize distributed computing. This module can make deep learning run on
multiple GPUs at the same time. [8] According to the experimental results of Khan,
Resnet performs well. Therefore, the author used Resnet34, Resnet50 and used different
parameters to obtain different results. According to different results, the author
researched accuracy, error rate, train loss, effective loss, and training time.
Before training the model, we preprocessed the malicious file, including randomly
flipped, resized images to 224x224 or 300x300, and enlarged the image to 1.2 times or
2 times.

Figure 7: Grayscale images after processing
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Figure 8: RGB images after processing

3.2.1 ResNet model overview
Since AlexNet, the most advanced CNN architecture has become deeper and deeper.
VGG has reached 19 layers, and GoogleNet has reached 22 layers. Increasing the width
and depth of the network can significantly improve the performance of the network. A
deep network is generally better than an external network. For example, VGG, the
network is based on AlexNex by increasing the depth of the network. However, simply
increasing the depth will lead to the following problems: vanishing gradient, model
overfitting, explosion resource consumption, and degradation problems.
However, the depth of the network cannot be increased only by stacking the various
layers together. Due to the infamous vanishing gradient problem, it is challenging to
train deep networks as the gradient propagates back to earlier layers. Repeated
multiplications may make the gradient infinitely small. As a result, as the network
continues to deepen, its performance will reach saturation and even begin to decline
rapidly. As the number of network layers increases, the error rate of the training set
gradually decreases and then tends to be saturated. When the depth is increased, the
error rate will increase instead, so this is not overfitting.

Figure 9: The training error and test error of 56-layer are higher than 20-layer [5].

Recent evidence suggests that network depth is critical[4]. ResNet's network was
designed deeper than other CNN architectures. In research from PENG et al. (2018)[5],
it is not learning better than stacking more layers. A residual network with additional
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terms tries to understand the differences in the learned features. If the learned features
are not helpful in the final decision, the weights will become zero so that the training is
not overfitted.
ResNet added a shortcut connection structure to ensure the gradient can be
successfully returned in a deep neural network. In a regular block, x refers to input,
and f(x) refers to output. In the residual block, the output is f(x)-x. When f(x)=x, the
output is 0 after running a residual block, and the output will add x. This structure can
ensure that ResNet does not have a vanishing gradient problem in super deep layers so
that the network performance will not be reduced.

Figure 10: A regular block (left) and a residual block (right) [5]

In our experiments, we use ResNet models for malware detection and classification.
We used ResNet 32 and ResNet 50 networks to train models. The input to our
network was benign images and malicious images, which were converted from a
benign executable file and a malicious software executable file through the B2M
algorithm, respectively. The output of the detection model will predict whether the
file is a benign file or a malicious file. The output of the classification model will
predict whether the file is a benign file or a malicious file. If the file is malicious, it
will output the family name of a malicious file.

Figure 11: Architectures for ResNet
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3.2.2 Training malware detection models
The author used the ResNet network to create a malicious file detector. The process
was as follows:

Figure 12: The flow chart of malware detector

ResNet performs better than other networks, such as VGG [5]. Therefore, the author
mainly used ResNet networks with different layers in this experiment. In the malware
detection method, the author used the ResNet34 network, resized the size of all images
to 244x244, and ran five epochs to compare the effects of using grey-scale images and
RGB images on training results and time.
The author separately trained grayscale images and RGB images. Adjust the image size
to 224x224 and use the ResNet34 network to examine the impact of using different
types of images on the training results and time.
The category of the file will be determined based on the CSV file. When the file name
is the same as the file name column in the CSV file, the class corresponding to the
row will be returned.
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Figure 13: The flow of predicting a file with the detection method.

3.2.3 Training malware classification models
The author used the ResNet network to create a malicious file classificator. The process
was as follows:

Figure 14: The flow chart of malware classificator
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According to the author's findings, the training time using RGB images is shorter than
using grayscale images. At the same time, few literature studies were using RGB
images for malware detection based on deep learning. Therefore, the author's
experiments mainly used RGB images.
The author adjusts the number of families that can be identified in the data set. The
author takes the minimum number of samples for each family as the threshold. Start
from the minimum number of samples for each family of 200. The minimum number
of samples for the following experiment increases by at least 50. Each experiment ran
only one epoch. The impact of different numbers of families on training time and
accuracy is discussed.
The author trained two classifiers separately. One uses ResNet50 and classifies 96
malicious file families. The other used ResNet34 to classify 20 malicious file families.
The author used ResNet50, resized the image to 300x300, and ran eight epochs with
RGB malicious file images. Analyzed the accuracy, error rate, train loss, valid loss, and
training time when recognizing 96 families. In addition, the author uses ResNet34,
resized the image to 300x300, and ran ten epochs with RGB malicious file images.
Analyzed the accuracy, error rate, train loss, valid loss, and training time when
recognizing 20 families.

20 of 30

13 June 2021

Malware Detection Based on Deep Learning

CHAPTER 4. EXPERIMENT
4.1 Settings
Since the project studied by the author may damage the computer system, the computer
had a certain degree of protection. Most computers used the Ubuntu system. Computers
that need to process malicious files were processed in a virtual environment. The author
used iptables and NAT forwarding to protect other intranet computers. The author used
these computers for data processing and deep learning in this research, including but
not limited to:
Host
Supermicro Server:
VMware ESXi 6.7 u2
Dual Intel(R) Xeon(R) CPU E5-2667 v3 @ 3.20 GHz 8-cores
128GB RAM
NVIDIA GTX 1060 6GB
Laboratory Computer x2:
Ubuntu 20.04 LTS
Intel® CPU i7-10700k CPU @ 3.8 GHz 8-cores
8GB RAM
NVIDIA RTX 2080 Ti 11GB
Super Intelligent Computing Center (SICC):
Ubuntu 18.04.5 LTS
Dual Intel Xeon Platinum 8168, 2.7 GHz, 24-cores
1.5TB RAM
NVIDIA Tesla V100 32GB x16 (4 GPUs were used in this
experiment)
Table 1: Machine specifications

4.2 Result
The author collected benign files from Windows systems, PortableApps, and
SourceForge. The author collected malicious files from VirusShare and CheckPoint.
The author converted all files into RGB images and grayscale images and used
grayscale images and RGB images to train a model for detecting malware. According
to the results, the author found that using RGB images for training can reduce 41% time.
The author used AVClass to tag the family name of malicious files. The labeled
malicious files were trained and created a model for classifying malware.
4.2.1 Dataset for malware detection
In this experiment, the author established a new data set. It contains 39550 benign files
and 157432 malicious files. The ratio of malicious files and benign files is about 4:1.
Using a data set that is not proportional is because malicious files are far more harmful
than benign files. To collect benign files. The author downloaded benign files from
Microsoft Windows 7, Microsoft Windows 8, Microsoft Windows 10, PortableApps,
and SourceForge. As a result, the author collected 39,550 benign documents for training.
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Windows 7
44

Windows 8
31

Windows 10
32

PortableApps SourceForge
1,870
37,573

Table 2: Quantity of benign files

The author crawled the malicious files from VirusShare. VirusShare contained
37,219,935 malware samples. There are many different types of malware on this
website. The author downloaded 3,556,147 malware on VirusShare. After the detection,
the author found there is much malware are not work on Windows platform. The author
only needed to collect Windows malware on this website, but VirusShare contained
many types of malware and did not have the file extension. The author using the script
to collect Windows type of malware. The file command would identify the file type
based on the file header. Among the malicious files downloaded by the author on
VirusShare, only about 4.412% of files can run on Windows. Finally, the author
collected 156,904 malware. CheckPoint provided the latest malware on the webserver.
There were over 300 malicious files on the webserver and weekly updates. The author
believes it helps detect the latest malware. The author collected 528 malicious files on
CheckPoint. The author collected a total of 157,432 malicious files.
VirusShare
156,904

checkpoint
528

Table 3: Quantity of malicious files

Total benign files
39,550

Total malicious files
157,432

Table 4: Quantity of total benign files and total malicious files

4.2.2The experimental results of malware detection

Figure 15: The accuracy and error rate of grayscale images and RGB images

The accuracy of training using grayscale images is higher than the training using RGB
images. Both are trained using ResNet34. After resizing the image to 224x224 and
running five epochs, the accuracy of training using the grayscale images is 0.93337,
and the accuracy of training using the RGB images is 0.927312. The accuracy
difference between the two is 0.006058.
Combined with Cindy Wong's research, large data sets can make the model run with
fewer epochs and have high accuracy. With a small data set, it needs to run with more
epochs to obtains a higher accuracy.
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Figure 16: The training time of grayscale images and RGB images

The time required for training with grayscale images is longer than that with RGB. With
the increase of epochs, the longer the training time. After running five epochs, the
training time using the grayscale images is 1275 minutes. The training time using the
RGB images is 903 minutes. The training time difference between the two is 372
minutes. The accuracy of training using RGB images is only 1% worse than that of
using grayscale images. The training time using the RGB image is shortened by 41.19%
compared with training with grayscale images. Using RGB images to train a model can
reduce the training time compared with using grayscale images. The finding was
consistent with Cindy Wong. It can be concluded that using RGB image training can
shorten a lot of training time, and the accuracy is not much different from grayscale
image training.
The author downloaded the latest malicious file from CheckPoint. These malicious files
do not exist in the data set. The author uses these latest malicious files as a verification
set and uses the trained model to detect these files. As a result, antivirus engines cannot
identify threats to the latest malicious files. The model trained with RGB images can
recognize all the latest malware from CheckPoints.
Number of
malicious samples
from CheckPoint
Malware from
CheckPoint

326

Number of
threats detected
by RGB trained
model
326

Number of
threats
detected by
VirusTotal
0

Table 5: The number of threats detected by the training model and VirusTotal against the latest
malicious file
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It can be seen that the trained model has a strong recognition rate for the latest malicious
files.

Figure 17: Predict the class of files (Grayscale Images)

Figure 18: Predict the class of files (RGB Images)

4.2.3 Dataset for malware classification
The author collected 157,432 malicious files, of which AVClass can effectively tag
only 118,530 files. Thus, the tagging rate of malicious files is 75.3%. The author's data
set contains 8880 families.
There are too many malicious file families in this dataset. Most of the malicious file
families have too few samples. Therefore, the author set a threshold. When the number
of samples of the malicious file family is less than the threshold, this sample will be
classified as "malicious file unclassified". When the threshold is more significant, the
minimum number of samples representing the malicious file family is large. Thus, the
total number of malicious samples identified in the family is smaller, and fewer families
can be identified.
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Figure 19: The relationship between the number of virus families, the minimum number of viruses
in the same family, and the number of viruses when all families exceed the threshold

Family name
onlinegames
delf
installcore
renos
zbot
toggle
vobfus
hupigon
vundo
sality

The number of malicious files
4782
3637
3612
2737
2688
2596
2365
2166
1869
1705

Table 6: The family name of the top 10 malicious files and the number of malicious files

4.2.4 The experimental results of malware classification
There are a large number of virus families in the data set. Therefore, the author sets a
threshold for the program. The threshold refers to the minimum number of all families
that satisfy each family. The author set the threshold to be 200 to 1900, and the interval
is 50. When the number of virus families obtained after the threshold is increased is the
same as the number of virus families obtained before the threshold is increased, the
threshold is ignored. When the number of viruses in a family is less than the threshold,
it will be classified as "Malicious uncategorized".

25 of 30

13 June 2021

Malware Detection Based on Deep Learning

Figure 20: The performance of training different models

In this experiment, the author used the resnet34 pre-training model and resized all
images to 224x224. According to figure 18, all models can get good accuracy after
running for one epoch. Combined with Cindy Wong's experiment, the more extensive
data set can get good accuracy with fewer epochs. For example, when classifying 96
malware families, the accuracy is 0.609291, and the top5 accuracy is 0.828805 with
running one epoch. When classifying ten malware families, the accuracy is 0.816829,
and the top5 accuracy is 0.986157 with running one epoch.

Figure 21: The performance of malware classification with classifying 96 classes

The author used the ResNet50 network to train 96 malware families. Resize the images
to 300x300. After running for eight epochs, the accuracy rate is 0.756377, and the top5
accuracy rate is 0.943747. At present, most malware family classifiers based on deep
learning had no more than 25 detection categories, and only trained families can be
identified. For untrained families, there was a misjudgment. In this training, the author
defined samples from other different families as "malicious uncategorized", which can
reduce misjudgments. After running for eight epochs, the model had not been
overfitting or underfitting, so it is possible to run more epochs to t a higher accuracy.
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Figure 22: The performance of malware classification with classifying 20 classes

The author used the ResNet34 network to classify 20 malware families. Resize the
image to 300x300. After running ten epochs, the accuracy rate is 0.844618, and the
top5 accuracy rate is 0.988957. The author believes that using the subsampled method
can make the number of samples more average. At the same time, it will be reduced the
training time and running more epochs, which helps the model obtain high accuracy.
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CHAPTER 5. ETHICS
CONDUCT

AND

PROFESSIONAL

Data is an issue in ethics and professional conduct. The author downloaded software
from SourceForge, PortableApps, CheckPoint, VirusShare to create a data set. In this
study, the author did not install and use the above software from the dataset. In addition,
SourceForge and PortableApps indicate that all software is open-source software. The
internationally recognized Open-Source Definition provided ten criteria that must be
met for any software license. It is mentioned that the license does not require royalties
or other fees for such sales. At present, the author studied the laws of Macau, Hong
Kong, and the United States and found no relevant law that explains the copyright of
malware. Therefore, malware should be classified as software. According to the
"Copyright Ordinance" in the laws of Hong Kong and the answer of the Intellectual
Property Department of the Hong Kong SAR. If the user did not know and has no reason
to believe that the software is pirated software and has it in his possession, it is not an
infringement. The author believed that there is no pirated software behavior in
malicious software. According to the Intellectual Property Department of the Hong
Kong SAR guidelines, downloading malicious files is not an infringement. Most
antivirus security companies collect malware to extract signatures. There had no case
of infringement of copyright law due to the collection of malware. In addition,
VirusShare stated that it provides a malware database for security researchers to analyze
malicious files. It can be seen that the author has no ethical problems in collecting data.
The author used the Aria2 project to download a large number of malicious files. Aria2
was released under the GNU license. The author used the AVClass project to tag
malicious files and the you-get project to download the software on SourceForge.
AVClass and you-get were released under the MIT license.
The author used Windows 10, Windows 8, Windows7, Ubuntu Linux, VMWare ESXi,
Anaconda, Python, fastai, python libraries, and other software and systems in the
development process have been authorized.
The author modified the B2M algorithm during the development process. As a
mathematical method, the algorithm is not protected by copyright law.
The program will be helpful to security researchers and will not harm the computer
system. Users can also use the program to detect malicious software to avoid being
harmed by malicious software. As the developers of this research, we take full
responsibility for our work and are responsible for any ethical issues that may occur
during the use of this program.
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CHAPTER 6. CONCLUSION
In this research, the author introduced a method of using image-based detection to
detect malware. First, the author collected benign files from PortableApps, Windows
OS, SourceForge, and malicious files from VirusShare and CheckPoint. The author
modified the B2M algorithm to make it suitable for deep learning. Next, the author
generated grayscale images and RGB images from executable files. Compared with
grayscale images and RGB images, the author found that RGB images can reduce
training time compared with grayscale images. As the data set increases, the training
speed using RGB image training will decrease significantly. The author used RGB
image training in this dataset to reduce 41% of training time. Next, the author made a
model for identifying malicious files. After running five epochs, the accuracy reached
0.93337. The author used AVClass to label the family name of malicious files. There
are 8880 families in all malicious files. The author studied the performance of different
malware families in different models. At present, most malicious file classifiers based
on deep learning had no more than 25 classifications. The author trained a classifier
that can classify 96 malicious file families, with an accuracy of 0.756377, and the top5
accuracy is 0.943747. The author trained for ten epochs with classifying 20 classes, its
accuracy is 0.844618, and the top5 accuracy is 0.988957.
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