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ABSTRACT 

In this paper, the author made a dataset and used a deep learning framework to 

classify malware in the Windows environment. More and more malware is generated 

nowadays due to the widespread use of the Internet. There has been an enormous 

increase in malware attacks. To detect the latest malware and keep up with the speed 

of malware generated. The new method is essential to identify and classify malware 

samples.  

 

Deep learning performed well in classify images. According to deep learning have a 

good performance in the image. We convert binary files to images. Using deep 

learning to detect malware. We use the ResNet pre-trained model to train a model for 

detecting malware files. We converted binary files to gray-scale images and RGB 

images. Subsequently, used ResNet34, ResNet101, and ResNet152 networks to train a 

model. The proposed method achieves 98.5294% accuracy in the ResNet101. The 

author found that using RGB images for training can shorten training time. The 

accuracy of training using RGB images is only approximately 0.1% worse than using 

gray-scale images for training. However, using RGB images for training can shorten 

the time by 9%. 
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CHAPTER 1. INTRODUCTION 

Malware refers to malicious software in the computer [1]. It harms computers or 

networks. Malware can collect the victim’s credentials or manipulate the victim's 

computer without the victim's permission. In the widespread use of the Internet era, 

malware has increased substantially, and malware attacks often occurred. It will not 

only cause damage to individual users but also cause significant damage to the 

computer system, computer network, and economy [2]. These attacks will cause 

financial loss and leakage of important information to corporations and individuals. 

According to Check Point cyber security report in 2020 [5]. It showed that the top 

malicious file type was exe files. The ratio is much higher than other types.  

 

Figure 1: Check Point cyber security report 2020 錯誤! 找不到參照來源。]. Top Malicious file 

type. 

 

Traditional detection malware was using signature-based detection or behavior-based 

detection. Signature-based detection identifies malware's signature, which is footprint 

or pattern of the malware. This method cannot detect the zero-day malware attack since 

latest malwares’ signature are not stored in the signature’s repository. Behavior-based 

detection recognizes the malware's abnormal behavior by the framework’s behavior. 

This method is monitoring the program behavior while executing the program. If it is a 

malicious file, it may detect as a benign file due to no abnormal behavior in execution. 

New malware rapid growth. The disadvantage of traditional detection malware cannot 

catch up with the high-speed growth of malware. To combat malware and to cope with 

the rapid growth of malware. It can use deep learning to detect malware. Image 

recognition methods perform a good result in distinguishing malware. A study by 

Nataraj et al. [6] proposed a method that used represent malware file into a gray-scale 

image and extract GIST feature to classify malware. Then, use the deep learning method 

to distinguish the images. 
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In our research, the author proposed a method for malware detection. After establishing 

the dataset, the author converted the binary files to RGB and gray-scale images using 

B2M algorithm. Using ResNet pre-training model to train the model and tried to use 

the Resnet pre-training model with different layers to evaluate accuracy. The author 

made a predictor for malicious file detection. 

The main contributions of this paper are as follows: 

(i) The author created a small data set, including about 1977 benign files and 2103 

malicious files. 

(ii) Modified the B2M algorithm to make it suitable for experiments. 

(iii) Investigate the difference between using gray-scale images and RGB images 

training on the results of the training model. 

(iv) Study the impact of different layers of ResNet pre-training model on accuracy. 

(v) The author tried to use a set of best parameters to obtain a highly accurate model. 

(vi) The author trained the model with a small data set to obtain high accuracy 

(vii) The author found that using RGB images to train a model can reduce the training 

time. 

 

The rest of the paper is organized as follows. We review the related work in malware 

visualization and detection in chapter 2. The proposed method will describe in chapter 

3. The experimental result is detailed show in chapter 4. Ethics and professional conduct 

will discuss in chapter 5. Finally, a conclusion will give in chapter 6. 



Malware Detection Based on Deep Learning 

10 of 27  13 June 2021 

CHAPTER 2. Background & Related Work  
 

There are several techniques or methods to detect malware. The signature-based 

approach was the most common technique to detect malware. The method is comparing 

the file’s signature with the known signature in the repository. If a match is found, the 

file will identify as a malicious file. However, this method is hard to combat with the 

polymorphism and metamorphism of the malware [8]. Automatic or machine learning 

methods can be used to detect new malware and zero-day attacks. 

 

The dynamic approach is according to the application program interface (API) 

sequences to detect malware [11]. This method is executing software in the virtual 

environment for a period. To analyze harmful file behavior according to the sequence 

of API calls. Dynamic analysis methods can effectively detect malware, but there exist 

time-consuming problems. Therefore, based on the different sandbox environments, 

some malicious code of the software may not appear. 

 

Schultz et al. [15] proposed a data-mining framework to detect malware. The technique 

is to extract information from the list of DLLs (dynamic link library), such as the DLL 

function calls, the number of functions calls in each DLL. A study proposes another 

static approach to detect malware. It checks the executable binaries without executing 

any of the codes to detect malware. According to the frequency of the binaries code 

appearance or the sequence appearance of the binaries code to define whether it is 

malicious code. Research shows that using the static feature to detect malware based 

on executable binaries achieves a very high accuracy [14]. The main advantage is that 

it does not require execution time. A method of detection based on n-gram analysis of 

the binary code. For example, calculate the n-gram on byte-code and based on k nearest 

neighbor to detect malware [10] [7]. The main disadvantage is that using the n-gram 

approach to detect malware consumes a substantial computing resource when the 

number of the parameter increase [9]. 

 

Conti et al. propose a method to visualize the binary data file into images using binary 

mapping [12]. The method is similar to our approach is [13]. This work uses 

visualization based to detect malware. This technique is to the converted executable file 

into images. They extract features transfer into images-based and using SVM to detect 

malware.  
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CHAPTER 3. PROPOSED METHOD 
 

The author proposed a method to detect malware base on deep learning.  First, we 

collect a dataset contain benign files and malicious files. Convert all the executable files 

into RGB and gray-scale images. Use RGB images or gray-scale images to become the 

image set. Then, we use ResNet pre-trained model to train a detection model based on 

these RGB images and gray-scale images. Predict files with training model and output 

the label such as “benign” or “malicious”. 

 

 
Figure 2: The flow of training model. 
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Figure 3: Predict file with detection method. 

 

3.1 Collection of Dataset  
Most of the provided datasets had undergone certain processing and did not contain 

binary files that have not been modified. Therefore, the model cannot be applied to the 

real environment. The author collected a dataset by herself and used the original binary 

files for training. 

 

3.1.1 Collect benign file 

The benign file collects from Windows 7, Windows 8, Windows 10 local machine and 

site that have freeware software which is PortableApps. All the benign files accumulate 

together to be the benign file for the dataset set. The author wrote an algorithm to crawl 

benign files from windows. The algorithm crawls the files and folders of the C drive 

continuously. When the suffix of the file is an EXE file, the executable file will be 

collected to be a sample of the benign dataset. The other benign file is from 

PortableApps. To crawl the benign files from PortableApps, the author installed the 

PortableApps download tool on OS. This tool can download and install the list of 

software in PortableApps on a local machine. After installing all the software on C drive. 

Used the script to crawl the benign files from the installed path. Collect the executable 

file to be a sample of the benign dataset. 
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Figure 4: The method of collect benign files from different OS 

 

3.1.2 Collect malicious file 

VirusShare is a repository of malware samples. It provides many malicious files for 

security researchers to download. VirusShare contains malware samples of different 

types of files.  Our training aims to detect EXE extension files. It needs to confirm 

malware which is Windows executable files. To achieve this, the author used file 

command (for Linux platform). The result can be used to identify the type of files. After 

running the command on Linux, the author used grep command to make sure the result 

existed keyword “Windows”. Filter the file which is Windows executable file to be 

malware dataset.  

 

3.2 Data Preprocessing 

3.2.1 File visualization 

Image processing is a method very commonly used in deep learning. Malware creators 

usually change a small part of the malware code to make a new malware [3]. These 

small changes can track easily if we convert malware as an image. We convert benign 

files and malicious files to images. Inspired by this previous work [6, 7]. Apart from 

generating binaries to the gray-scale images. The author generated binary files to RGB 

images. It is inferred that most of the existing images classify analyze gray-scale images.  

 

Using B2M algorithm to generate images from binaries files. It converts to images in a 

lossless way. This author makes modifications based on the B2M algorithm. Modified 

the algorithm to generate a square image. The algorithm is to extract each byte from a 

binary file and transform it into an image. In Figure 5, it shows the converted file to 

different image-based. For gray-scale images, each byte represents to one pixel. Each 

pixel ranges from 0 to 255. For RGB images, it will extract 3 bytes and transform to 

red, green, and blue channel.  
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Figure 5: Convert binary files into gray-scale and RGB images 

 

 
Figure 6: Benign files convert into grey scale images 

 

 
Figure 7: Malicious files convert into grey scale images 
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Figure 8: Benign files convert into RGB images 

 
Figure 9: Malicious files convert into RGB images 

 

3.2.2 Method of labeling files 

Make a CSV file to marked down the type of file which is malicious and benign. The 

author generated two CSV. One is for gray-scale images, and the other one is for RGB 

images. Both headers of CSV files include “File Name” and “Class”. 

 

Get all the benign files and malicious image files, record class “Benign” and “Malicious” 

based on the file names. After record, the class to a specific file copy the image to the 

specified path. 

 

3.3 ResNet Model Analysis 
The deep network has a degradation problem. When the number of pre-training model 

layers is increased, it can extract more complex feature patterns. Apparently, using a 

deeper layer network can get a better result. In fact, when the number of pre-training 

model layers is deeper, the accuracy of the pre-training model is saturated or even 

declines. Figure 10 shows that the performance of the 56-layer network is even worse 

than the performance of the 20-layer network [4]. Deep networks exist the problem of 

gradient disappearance or gradient explosion, which makes deep learning models 

challenging to train. 
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Figure 10: Compare 56-layer network and 20-layer network [4] 

 

When the number of layers is small, deep learning performance will get better and 

better when the number of layers increases. But when the number of layers exceeds a 

certain number, network performance will decrease. Residual networks (ResNet) were 

introduced in 2015. It is proposed by Microsoft. ResNets are deep convolutional 

adding shortcut connections to skip blocks of the convolutional layer. It added a 

shortcut connection structure to ensure the gradient can be successfully returned in a 

deep neural network.  To maintain performance in a too deep network, F(x) = x means 

the output is the same as the input to ensure that the model performance will not 

deteriorate. It is not easy to calculate the identity function, thus a shortcut is added to 

the network. F(x) = 0, H(x)=x can be obtained so that the network performance will 

not be reduced. 

 
Figure 11: Residual learning: a building block [4] 

 

When the input and output dimensions are the same for the shortcut structure, there is 

no need to do other processing. When the input and output dimensions are different, 

the input must be transformed to match the output dimension, mainly using zero 

paddings to increase the dimension or using 1x1 convolution to increase the 

dimension [4]. Thus, it can effectively reduce the number of parameters to build a 

deeper network. 
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Figure 12: Building blocks for ResNet34 and ResNet50/101/152 [4]  

 

In our experiments, we use ResNet models for malware detection. We used ResNet 32, 

ResNet 101, and ResNet 152. The input to our network was benign images and 

malicious images, which were converted from a benign executable file and a malicious 

software executable file through the B2M algorithm respectively. The output is the 

detection result. 
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CHAPTER 4. EXPERIMENTS 
 

In this section, we describe the experiment.  Evaluate the results using different layers 

of ResNet pre-trained model in the data set we collected through our method. 

4.1 Settings 

4.1.1 Security Environment 

The dataset of the research project includes malicious files. It may damage the computer 

system, which involves specific security issues. Therefore, the computer used in the 

research experiment will have a certain degree of protection. Most computers used for 

research are Ubuntu systems. Processing malicious files in a virtual environment. The 

author uses iptables and NAT forwarding to protect other intranet computers.   

 

4.1.2 Dataset 

The data set consists of RGB images of benign files and RGB images of malicious files. 

All the RGB images are converted from binary files. We collect a balanced number of 

benign executable files and malicious executable files in different channels. Part of 

benign executable files are collected from Windows operating systems. Other 

executable benign files are collected from PortableApps. Table 1 is the composition of 

benign files. Malicious files are collected from VirusShare. Convert all benign 

executable files and malicious executable files to RGB images and gray-scale images 

respectively. The RGB images and gray-scale images of benign files and malicious files 

become the samples of data set respectively. We used 2103 malicious image samples 

and 1977 benign image samples in our experiment. Used 80% of our samples for 

training, and the remaining 20% of samples were used for testing. 

  

 

 

 

Benign Files 

Windows 7  Windows 8 Windows 10 PortableApps 

44 31 32 1,870 

Table 1: Source and number of all benign files  
 

 

Malicious Files 

VirusShare 

2103  

Table 2: Source and number of all malicious files 
 
 

Data Set 

Image of benign files Image of malicious files 

1977 2103 

Table 3: The composition and number of the data set 
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4.1.3 Detailed Implementation 

In this paper, the deep learning experiments were run on the computer with the 

following hardware specifications: 

 

Host 
Supermicro Server: 
VMware ESXi 6.7 u2 
Dual Intel(R) Xeon(R) CPU E5-2667 v3 @ 3.20 GHz 8-cores 
128GB RAM 
NVIDIA GTX 1060 6GB 

Laboratory Computer x2: 
Ubuntu 20.04 LTS 
Intel® CPU i7-10700k CPU @ 3.8 GHz 8-cores 
8GB RAM 
NVIDIA RTX 2080 Ti 11GB 

Super Intelligent Computing Center (SICC): 
Ubuntu 18.04.5 LTS 
Dual Intel Xeon Platinum 8168, 2.7 GHz, 24-cores 
1.5TB RAM 
NVIDIA Tesla V100 32GB x16 (4 GPUs were used in this experiment) 

Table 4: Machine specifications 

 

The training is input is an image. We defined the width and height of images are 224 

pixels. Using different layers of ResNet pre-trained model for training which is ResNet 

34,  ResNet 101, ResNet 152.  

 

Use the method of changing lr rate dynamically for training. At the beginning of 

training, a flat learning rate is used. As the epoch increases, the learning rate will 

decrease. Using this method can have a great learning rate at the beginning. In the 

middle and late stages of training, the learning rate will be reduced so that the train loss 

and valid loss of the model will not fluctuate too much and slowly decrease. This 

effectively achieves the best accuracy. 

 

 
Figure 13: Fit model for n epoch at flat lr before a cosine annealing [16] 
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4.2 Results 
To find an optimal model to detect malware, we select the different deep layers of 

ResNet pre-trained model. They are ResNet 34, ResNet 101, and ResNet 152 

respectively. The author used.ai to train the model. The author flipped the image 

randomly and set the magnification of the image to 2. The author used these pre-

processing methods to avoid overfitting. We compare the result of RGB images and 

gray-scale images in ResNet 34 pre-trained model. Using ResNet 34 pre-trained model 

to analyze and find out the best formal of the input. After that, use this best formal of 

the input to train in a different layer of ResNet network. 

 

4.2.1 RGB image and gray-scale image in ResNet 34 

RGB images and gray-scale images are trained with the same parameters using ResNet 

34 network. Resize the image to 224x224 and run 400 epochs. Compare with the 

accuracy. Using RGB image training, the author can get a higher accuracy at the 

beginning. Since the training rate does not change at the beginning of training, it is 

difficult to fit the model. As the number of epochs increases, the accuracy tends to 

stabilize. At the beginning of training, the fluctuation of the RGB image is larger than 

the gray-scale image. In post-training, using RGB images is more stable than using 

gray-scale images. Finally, the accuracy of training using RGB images and using gray-

scale images is similar. The accuracy of training using RGB images is 0.984069. The 

accuracy of training using gray-scale images is 0.985294. 

 

 

 
Figure 14: Accuracy and error rate of using different images 

 

 Accuracy 

Gray-scale images 0.985294 

RGB images 0.984069 

 
Table 5: Accuracy of the training using RGB images and gray-scale images 

 

The author found that the training time using the gray-scale image is 401 minutes, and 

the training time using the RGB image is 368 minutes. Training time using RGB images 

can be shortened by 9% compared to training using gray-scale images. 
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Figure 15: Training time using RGB images and gray-scale images 

 

 Total training time 

Gray-scale images 401 mins 

RGB images 368 mins 

Table 6: Total training time using RGB images and gray-scale images 

 

4.2.2 RGB images in ResNet 34, ResNet 101, ResNet 152 

The author used a learning rate of 5e-4 and a dynamically adjusted learning rate 

(fit_flat_cos). This method will make the learning rate almost unchanged at first. The 

learning rate will become smaller while the epoch is increasing. At first, the image 

fluctuates greatly. As epoch increases, the image fluctuates smaller. Finally, it slowly 

converges. According to Figure 14, it does not mean that the more layer network has 

the best performance. ResNet101 always has good accuracy. ResNet152 is satisfactory, 

and ResNet34 has the worst accuracy compare with other ResNet networks. 

 

 
Figure 16: Accuracy and error rate of different model 
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Model Final train 

loss 

Final valid 

lost 

Final 

accuracy 

Final error 

rate 

Total 

training 

time 

(Minute) 

ResNet34  0.163672 0.042485 0.984069 0.015931 368 

ResNet101 0.156434 0.044523 0.985294 0.014706 436 

ResNet152 0.143851 0.45403 0.984069 0.015931 559 

Table 7: The evaluation result of each model on RGB images 

 

Since the number of network layers of ResNet34 is the smallest, the train loss and valid 

loss of ResNet34 are the largest. The train loss of ResNet101 and ResNet152 is very 

close. The train loss of ResNet152 is smaller than that of ResNet101. Compared with 

ResNet152, ResNet101 has greater fluctuations. It may be due to the initial learning 

rate being too large, leading to overfitting. When the learning rate becomes smaller, the 

valid loss of ResNet101 and ResNet152 tends to be stable, and the valid loss of 

ResNet101 is lower than that of ResNet152. 

 

 

 
Figure 17: Train loss and valid loss of ResNet34, ResNet101, ResNet152 

 

In figure 10, it shows that the more network layers have the longer the training time. 

When all models were trained for 400 epochs, the training time of using the Resnet34 

network is 368 minutes. The training time of using the Resnet101 network is 436 

minutes. The training time of using the Resnet152 network is 559 minutes. As a result, 

according to the performance of each network, Resnet101 network has the best results 

in this training. 

 



Malware Detection Based on Deep Learning 

23 of 27  13 June 2021 

 
Figure 18: Training time of ResNet34, ResNet101,ResNet152  

 

 

 
Figure 19: Predict the class of files (Gray-scale Images) 
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Figure 20: Predict the class of files (RGB Images) 
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CHAPTER 5. Ethics and Professional Conduct 
 

The author paid attention to ethics and professional conduct in the research. The data 

set was downloaded from PortableApps and VirusShare.  The app in PortableApps 

software was open-source software. According to the open-source definition, the user 

had the right to download. VirusShare is a malware repository that provides malware 

samples for security researchers. According to the "Copyright Ordinance" in Hong 

Kong law, if the user does not know and has no reason to believe that the software is 

pirated software, it does not constitute an infringement. It was because the author 

believes that there is no pirated software behavior in the malware. It means that the 

author did not cause copyright infringement by downloading malicious files. According 

to the Intellectual Property Department of the Hong Kong SAR, downloading malware 

does not constitute an infringement. When the author collected samples for this research, 

the author ensured that it is legal and ethical. 

 

The author used Aria2 to download malware from VirusShare. Aria2 is released under 

the GNU license. Software developers can use GNU GPL to publish their own software. 

When they released the GNU license, the software was free software. It has always 

been free software. Free software should not restrict its users. Every user should have 

four basic freedoms. This includes the freedom to use the software as user wish. 

 

The author did not copy or use any scripts copy by others. In addition, according to the 

"Copyright Ordinance" in Hong Kong law, only software had copyright protection. 

Therefore, scripts do not belong to the protection category of computer software. 

Therefore, it is legal for authors to use B2M algorithms and modify them. 

The use of Windows 10, Windows 8, Windows7, Ubuntu Linux, VMWare ESXi, 

Anaconda, Python, fastai, python libraries, and other software and systems have been 

authorized during the research. 

 

In this research, the author has the behavior and professional ethics that a software 

engineer should have. Users can also use the program to detect malicious software and 

reduce damage from malicious software. As the developer of this program, we take full 

responsibility for our work and avoid any ethical issues that may occur during this 

program. 
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CHAPTER 6. Conclusion  
 

The author proposed a malware detection method that is based on deep learning 

convolutional neural networks using image-based. Through this method, the author 

converted binary files into RGB images and gray-scale images. Then train a model for 

detection. The experimental result showed the effectiveness of our method. We believe 

that computer vision techniques have potential in malware detection. In our experiment, 

we obtained an accuracy of 98.52% for gray-scale images and 98.40% for RGB images 

using ResNet 34. The best result of RGB images is 98.52% using ResNet 101. Most of 

the current malware detection methods are based on deep learning using gray-scale 

images. However, after the author's research, the author found that using RGB images 

can effectively reduce training time. Combined with Harry Sit's research, the more 

extensive data set will get larger the training time gap. 
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